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may be the subject of an investigation
from obtaining access to the records
and thus obtaining the opportunity to
conceal or destroy evidence or to in-
timidate witnesses, records contained
in the system titled Office of Inspector
General Investigative Files (General),
insofar as they include investigatory
material compiled for law enforcement
purposes, shall be exempt from this
subpart and from subsections (c)(3), (d),
(e)(1), (e)(4)(G), (H), and (I) and (f) of
the Privacy Act. However, if any indi-
vidual is denied any right, privilege, or
benefit to which he is otherwise enti-
tled to under Federal law due to the
maintenance of this material, such ma-
terial shall be provided to such indi-
vidual except to the extent that the
disclosure of such material would re-
veal the identity of a source who fur-
nished information to government in-
vestigators under an express promise
that the identity of the source would
be held in confidence.

(b) Pursuant to 5 U.S.C. 552a(j)(2),
and in order to protect the confiden-
tiality and integrity of Inspector Gen-
eral investigations by preventing indi-
viduals who may be the subject of an
investigation from obtaining access to
the records and thus obtaining the op-
portunity to conceal or destroy evi-
dence or to intimidate witnesses,
records maintained in the Office of In-
spector General Investigative Files
(Criminal), insofar as they contain in-
formation pertaining to the enforce-
ment of criminal laws, shall be exempt
from this subpart and from the Privacy
Act, except that subsections (b), (c)(1)
and (2), (e)(4)(A) through (F), (e)(6), (7),
(9), (10), and (11) and (i) shall still apply
to these records.

(c) Pursuant to 5 U.S.C. 552a(k)(1), (5)
and (6), records contained in the sys-
tem entitled ‘‘Personnel Security In-
vestigative Files’’ have been exempted
from subsections (c)(3), (d), (e)(1),
(e)(1)(G) through (I) and (f) of the Pri-
vacy Act. Pursuant to section
552a(k)(1) of the Privacy Act, the Com-
mission exempts records that contain
properly classified information that
pertains to national defense or foreign
policy and is obtained from other sys-
tems of records or another Federal
agency. Application of exemption (k)(1)
may be necessary to preclude the data

subject’s access to and amendment of
such classified information under 5
U.S.C. 552a(d). All information about
individuals in these records that meets
the criteria stated in 5 U.S.C. 552a(k)(5)
is also exempted because this system
contains investigatory material com-
piled solely for determining suit-
ability, eligibility, and qualifications
for Federal civilian employment, Fed-
eral contracts or access to classified
information. To the extent that the
disclosure of such material would re-
veal the identity of a source who fur-
nished information to the Government
under an express promise that the iden-
tity of the source would be held in con-
fidence, or, prior to September 27, 1975,
under an implied promise that the
identity of the source would be held in
confidence, the application of exemp-
tion (k)(5) will be required to honor
such a promise should an individual re-
quest access to the accounting of dis-
closure, or access to or amendment of
the record, that would reveal the iden-
tity of a confidential source. All infor-
mation in these records that meets the
criteria stated in 5 U.S.C. 552a(k)(6) is
also exempt because portions of a case
file record may relate to testing and
examining material used solely to de-
termine individual qualifications for
appointment or promotion in the Fed-
eral service. Access to or amendment
of this information by the data subject
would compromise the objectivity and
fairness of the testing or examining
process.

§ 201.33 Employee conduct.

The Privacy Act Officer shall estab-
lish rules of conduct for persons in-
volved in the design, development, op-
eration, or maintenance of any system
of records, or in maintaining any
record, and periodically instruct each
such person with respect to such rules
and the requirements of the Privacy
Act including the penalties for non-
compliance.
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